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[bookmark: _Toc510719913]Overview
This document outlines the process and approval steps needed for all access requests to database schema passwords.  All access requests need to be approved based on schema classification and environment.  The repository for database passwords is the DB Portal which is maintained and supported exclusively by the DBA Team.  The provisioning process is completely automated and built around the concepts defined in this document.  The databases in scope are Microsoft SQL Server and Oracle.  Applications with databases hosted in Baar but owned outside of Baar are also in scope.
[bookmark: _Toc510719914]Schema Classifications
The below table defines the different classifications used to identify the use of a database schema.  Most recent schema requests have the classification as part of the name (e.g. CGLCH_OWNER), but with legacy systems this is not the case (e.g. TRAAPP).

	Classification
	Description

	Owner
	Contains code objects (e.g. functions, procedures, packages, views) and tables which is comprises the application logic and transactional data core to the system.  Has full read/write/execute/drop access to objects and data

	Admin
	User schema containing no application objects or data which has same privileges as Owner schema but without the rights to create objects.  Normally this schema is used as the account to connect to the database for application transaction processing

	Reader
	User schema containing no application objects or data which has only read privileges to the Owner schema.  Normally this schema is used by IT for support and ad hoc querying reasons

	Other
	Generic classification for schemas which are not directly related to a specific application.  May or may not contain objects and data.  These may be used for integration or technical purposes (e.g. INTEGRATIONOWNER, ORIGINATOR, TARGET_XX, DB_ADMIN)


[bookmark: _Toc510719915]Approval Guidelines
Depending on the schema classification and the environment for which the request is made, there are one or more approvers required to grant the access.  The table below details the approval matrix which drives the automated provisioning process.
  
	
	Development
	Test/QA
	Production

	Owner
	Product Owner 
OR 
Delegate
	Product Owner 
AND 
Team Lead 
	Product Owner 
AND
Team Lead
AND 
Head of IT

	Admin
	Product Owner 
OR 
Delegate
	Product Owner 
AND 
Team Lead
	Product Owner 
AND
Team Lead
AND 
Head of IT

	Reader
	Product Owner 
OR 
Delegate
	Product Owner 
OR 
Delegate
	Product Owner 
[bookmark: _GoBack]AND
Team Lead

	Other
	Product Owner 
OR
Delegate
	Product Owner 
OR
Delegate
	Product Owner 
AND
Team Lead


[bookmark: _Toc510719916]Request Process
Formal request is made through Cherwell or Jira.  Once approvals are obtained, an automated process will provision access to the password in the DB Portal.
[Document workflow from whatever tool we use]

[bookmark: _Toc510719917]Review Process
[These are just ideas so far as to what additional functionality the DB Portal will need to provide:]
· Needs to store audit trail of the approval information (who, when, ticket #??) and display when needed
· Need for Product Owner and Team Lead to review and revoke password access on a selective basis 
· Need for Product Owner to be able to maintain the delegates per environment for their application schemas
· Need for Team Leads to be able to maintain list of Product Owners for each application (This assumes the new schema request process will create this meta data to begin with) 
· When an IT employee leaves the company, his access should be revoked to all passwords.  Access to the DB Portal is controlled through AD so once account is disabled, no access will be allowed, but we need to clean up the data.  Keep audit history of what the person had

In general we should do the review prior to a database refresh so we would be in a position to change all passwords as part of the refresh process.
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